MpoayKuua noa Toprosoit mapkoit «CAMKEEPER» npegHa3sHaueHa A8 KOHTPO/A TEXHUYECKOro
COCTOAHMA PA3/INUYHbIX YCTPOMUCTB cucTeMbl 6e30nacHOCTU U IT-uHPpacTpyKTYypbI.

[paiBepom ana pasBMTUA CNPOCA Ha KOHTPO/Ib PaboTOCNOCOBHOCTN NOCAYKNAO NOCTOAHHOE
yBennyeHue TeXHMYeCKUX CpeacTB, B TOM ynucie 6e30nacHOCTH, Ha pPasandHbiX 06beKTax, passutue IT-
MHPPACTPYKTYpbl. Yem CNOKHEE NOCTPOEHUE CETU, YeM HoJbLLe BKIAAbIBAETCA pecypcos, Tem bosbLue
BO3pacTaeT NoTpPebHOCTb B a4eKBaTHOM TEXHUYECKOM KOHTPO/1IE M BbICTPOM pearMposaHue Ha
BO3HMKaloLWMe TEXHUYECKNE UHLIUAEHTDI.

TexHu4yeckoe obcayXnMBaHne, Heobxoanmoe Ans nogaeprkaHua B paboyem COCTOSHUU CUCTEM
6e3onacHOCTU U IT-MHPPACTPYKTYPbI, B HbIHELHUX YCIOBUAX CTaN0 NOBCEAHEBHOW HeobXxoaAnMocCTblo. B
cooTBeTCcTBUM C MpmKkazamm Ne235 o1 21.12.2017 r. PCTIK Poccua «06 ymesepxcdeHuu TpebosaHuli K
€030aHuto cucmem 6e30rnacHocMu 3Ha4YUMbIX 06bEeKmMos Kpumu4eckol UHpOPMAYUOHHOU
UHppacmpykmypbl Pocculickoli @edepayuu u obecrneyeHuro ux pyHKyuoHuUposaHusa» u Ne239 ot
25.12.2017 r. ®CT3K Poccuna «06 ymeepxcdeHuu TpebosaHuli no obecrieyeHuro bezonacHocmu
3Ha4YuUMBbIX 06bEeKMo8 Kpumuyeckoli uHopmayuoHHol uHgppacmpykmypsi Pocculickoli @edepayuu»
pyKoBoauTenn cybbekToB 0b6a3aHbl 0b6ecneynTb KOHTPOIb TEXHUYECKOro cocToAaHna KUN.

Ha pbIHKe cucTtem 6e30MacHOCTM HanpaBieHUE TEXHUYECKOTO KOHTPOSA OTHOCUTENIbHO HOBOE, HO
NpwW 3TOM 3TO CaMbli BbICTpOpPACTyLWMiA cermeHT. Mo faHHbIM pAAa KOHCANTUHIOBbLIX KOMMAHWUM
cpeaHeroaoBoM TeMn pocCTa B TeYeHMe cneaytoLmx 5-tu net coctasut ot 16,3% a0 19,56% (MCTOUYHMK
Mordor Intelligence).

Mpoaykuma CAMKEEPER Bobpana B ceba nyywwme coBpemeHHble HapaboTkn B obnactu
OAHONNATHbLIX KOMNbIOTEPOB M MPOrPamMMHON Yactu IT-MoHUTOPUHTra. HagexxkHoe n 6esonacHoe
YCTPOMACTBO N03BOAMUT 3G PEKTUBHO OCYLLECTBAATD TEXHUYECKUIA KOHTPO/Ib 33 PaboTOCNOCOBHOCTbIO
Ka*K4oro afieMeHTa, NOAKNOYEHHOTO B ceTb Ethernet u B pexkume peasnbHOro BpeMeHU OCyLLLECTBAATD
npeBeHTUBHblE Mepbl A5 becnepeboiiHon paboTbl cuctem 6€30MacHOCTU U BCeX 3emeHToB IT-

NMHOPaCTPYKTYPbI.
Ycrpoicteo CAMKEEPER no3BonsieT ocywecTBAATb CleAyoLMe OCHOBHbIe AeicTBUA:

1. OTcnexuBaHMe TEXHUYECKOrO COCTOAHUA bonee 80-TM TMNOB Pa3/INUYHbIX YCTPOMNCTB be3
NpuBA3KK K BpeHay npounssogutens (IP-engeokamepbl, KOMMYTaTOPbl, MapLLpyTM3aTopsbl, Wi-Fi
mocTbl, APM, cepsepa, MBI 1 npouee);

2. Co3pgaHue KapTbl CETEN: TONONOMMA CUCTEMbI C MHTEPAKTUBHbBIMUW NUKTOFrPamMmmamun. Tenepb He
HYXHO BCMOMMWHATb YTO U KaK NOAK/IOYEHO B CETU. Bca orMKa NoAKAOYEHMA YCTPOMCTB APYr K
APYry 1 X B3aMMOCBA3M HA O4HOM 3KPaAHE;

3. CosgaHue «undpoBoro KnoHa» obbekTa. B uHtepderice CAMKEEPER Bo3MOXHO 0603HaunTb
peanbHoe pU3NYECKOEe MECTOHAXOXAEHME KOHTPOIMPYEMOrO YCTPOMCTBA Ha NiaHe 06beKTa;

4, OnoselweHNe agMMHUCTPATOPA CUCTEMbI O NOATBEPKAEHHDIX TEXHUYECKUX MHUMAOEHTAX NO e-
mail u Telegram B TeueHne 3-Xx MUHYT C MOMEHTa NoaBAeHUA Npobiembl;

5. KOHTPONb KAMMATUYECKOIO COCTOAHMA OKPYKAIOLLEN CPeabl, YTO ABMAETCA Ba*KHbIM acNeKTOM
HablogeHUA AN1A cepBepHbIX KOMHAT C Le/ibio obecnevyeHnn KOPPEKTHOM pPaboTbl
KOMMYTaLMOHHOro 0bopynoBaHus;
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6. CBogHas oT4eTHOCTb B dopmaTe nHdporpadmkm o pabotocnocobHOCTM HabtogaemMblX YCTPOICTB
3a Nepumoa 1 OLLEHKEe KavyecTBa pPaboTbl IKCNYaTUPYIOLLMX MU OOCYKMBAOLLMX MHKEHEPHbIX
CNyX6.

YcrpoiictBo CAMKEEPER 6e3onacHO B npumeHeHuu ans ntobbiX TMNOB OXPAaHAEMbIX 06beKTOB:

1. Bca uHbopmauma o CTpyKType HabatogaemMom ceTM XpaHUTCA Ha CAaMOM YCTPOMCTBE N HE MMeEeT
€BA3M ¢ 061a4HbIMK CEPBUCAMU;

2. WckntoyeHbl BCe NPOrpamMMHbIe «3aKNaaKku», B TOM Yncne B YaT-6oTe. [JaHHbI paKT asnsetca
BaXKHbIM aprymeHTom npu cpasHeHnn CAMKEEPER c 3apybeKHbiMM 3anagHbiMM aHanoramm;

3. AyTeHTMOMKAUMA Ha BXOA, B YCTPOWCTBO OCYLLLECTBAAETCA N0 JI0rMH/Napoto, Mpu 3TOM cucTema
MMeeT BO3MOXKHOCTb pa3rpaHMYeHuns NpaB nosb3oBaTenein n pasrpaHUYeHne no TMnam
Habatogaemoro o6opyaoBaHUS.

3apaya TeXHUYECKOro KOHTPOA CTaBUTCA ocobeHHO aK'ryaanoﬁ, ecnu:

1. CyuwecTByeT ceTb reorpaduyeckun pacnpeseneHHbix 06bEKTOB M HE0HX0AMMO CO34aHME eaNHOro
LLeHTpa MOHUTOPUHIA;

2. WcnonbayeTcsa goporocroauee n gedpuumtHoe 060pyLoBaHUE;

3. OTcyTCTBYIOT MPO3PAYHbIE M ABTOMATU3MPOBAHHbIE METOAMKN KOHTPOJIA KaYecTBa paboTbl
3KCMNYaTUPYIOLLMX M 0BCNYKMBAIOLWMX CAYHKO;

4. HexBaTKa KBaandMLMPOBAHHOIO NepcoHana.

YcTpoiictea CAMKEEPER npusBaHbl pewaTtb NogobHble 3aga4m, obneryatb U cUCTEMaTU3UPOBATb
paboTy 06CNYyKMBAIOLLLErO NEPCOHANA, BbIABAATL Nt0OblE TEXHUYECKME HeUCNpaBHOCTM. DopMMpPoBaTh
NPO3PayYHyH OTYETHOCTb O TEXHUUYECKOM COCTOSHUM 060PYA0BaHNA B PEKMME PEANbHOrO BPEMEHM.

CAMKEEPER sBnsieTca cepTMPULMPOBAHHBIM NPOrpaMmHO-annapaTHbIM KOMMeKcoM. Ha pag,
mogenen AoNoJHUTENbHO MMeeTcs cepTUdMKaT TpaHcnopTHoM 6e3onacHocTu. Mpounssoantca B Poccuuy,
B r. MockBa.

MocmoTpuTe BMAE00630pbl Ha Hawwem KaHane: (1) Camkeeper - YouTube
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https://www.youtube.com/channel/UCzoYFoEMMbJ3bEWYlFkXHbw

