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HacTpoika IP-agpeca yCcTponcTBa

HacTpolKa cucteMHoro sBpemMermn NTP

Pe3epBHOE KOMMpPOBaHMe 06pa3a

HacTporKka MOHUTOPKMHIA KaMep

HacTporKka MOHUTOPUHIA MPOYNX YCTPOMCTB

[Jo6aBneHure NoanoxKmM Ha GU3NUYECKY/NOrMYecKyo KapTy ceTu
Co3gaHume KapTbl CETU

COBMECTHbIN PeXXMM pPaboTbl yCTPOWCTB B GOpMaTE «Server» U «proxy»
MNepekntoyeHme YCTPOMCTBA U3 PEXMMA ProXy B PEXUM server

HacTpoika e-mail 1 Telegram onoBeLleHnin
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CnoBapb TEPMUHOB

Y3en ceTun - ceTeBoe yCTPOUCTBO, MOHUTOPUHI KOTOPOIO Bbl XOTUTE MPOMU3BOAMTD
Fpynna y3noB ceTu - rpynna, B KOTOPOM pacrofiaratoTca ceTeBble YCTPOMCTBA
AneMeHT AaHHbIX - KOHKPETHbIN dparMeHT AaHHbIX, KOTOPbIM Bbl MOMy4aeTe OT y3/a ceTu

Mpeno6paboTka 3HAUEHUM - TpaHCcHOPMaLIMA YMCNOBOIo 3HAYEHUSA, MOTYYEHHOO
METPUMKON, B YMTaEMbIN BUL,

Tpurrep - normyeckoe BbipaxeHue, onpenengioLlee nopor Npobriembl

Co6biTHe - BO3HMKHOBEHME CUTYaLUK, TpebyoLllen BHUMaHUA (0onyCcTUM cpaboTKa
Tpurrepa)

Mpo6neMa - TpUrrep c NPEBbILLEHHbIM TOFMYECKUM 3HaYEHMEM Mopora Npobnembl
OencrBue - npennonaraeMble CPeacTBa pearmpoBaHMa Ha NPoBNeEMbI
OnoseleHmne - CoobLIEHNE O HEKOTOPOM COBbLITUM, OTMPABNEHHOE MO/Ib30BaTENIO
LWa6noH - Habop MpaBM ONpPoOCca, TPUITEPOB N OTOBPAXKEHMA OAHHbIX

MaHenb - pasgen Beb-mHTepderca, OTobparkatoWmMm MHGopMaL Mo o Npobnemax

KapTa ceTu - pa3gesn, oTobpa)katoLmMii iormdyeckme Kaphbl



NepBoe BKIIOYEHUE YCTPOUCTBA

Ha3HauveHne pa3beMoB:

1. HDMI Y2

2. USB Y2

3. LAN

4, DC12V2A

5. Cnot ana SIM kapTbl

6. lNookntoyeHMe BHEWHEN aHTEHHbI 419 YCUIeHMA COTOBOIO CMIHana

Bo3MOXXHOCTb NOAK/IOYEeHUsA
BHeWHeWn aHTeHHbl COTOBOIo curHana

Bbixoablt HDMI, USB, LAN MutaHue 12V

Cnort ansa
CUM KapThbl

camkeeper

MAX 2.0

HMDMI 1 HDMI 2

Ona nogknoyeHms M MOCTaHOBKM YCTPOMCTB Ha MOHUTOPMHI BaM MOHaao6aTCs:

e bBrnok nutaHmsa 12V 2A (B KOMMNeKTe);

e MOHUTOP;

o KraBuaTypa M MblLlb;

e CeTeBoM Kabenb Ethernet (RJ-45);

e JloKanbHag ceTb C pasgaden |IP agpecos no npotokony DHCP.

Ecnun Bbl nnaHmpyeTe paboTaTb C YCTPOMCTBOM B hopMaTte NoKanbHOro
aBTOMATM3MPOBAHHOIro paboyero MecTa, BbIMOHUTE OEeNCTBUSA B Cneaytollem nopsaaxke
(cobnogeHme Nnopagka AeNCTBUM BaXKHO):

—_—
P

[MogktoumTe MOHUTOP Yepes paszbeM HDMI;

) MoakmounTe opraHbl yrpasneHus (KnasmaTypa/MblLlb);

) MNopanTe NUTaHMe Ha YCTPOMCTBO MCMNOMb3Ys OPUTMHANbHbIM aganTep NMTaHMS,
) JoXamTech 3arpy3km onepaumoHHOM CUCTEMbI MPUMEPHO B TEYEHUE 2-X MUHYT,
) OcyllecTBUTE NOAKIOYEHME K NOKaNbHOM ceTu Yepes LAN-pa3beMm.

N W N

Ecnu Bbl nnaHmpyeTe paboTaTb C YCTPOMCTBOM Yepe3 WEB-uHTepdenc, BoinonHuTe
OENCTBUSA B crieaytolemM nopsagke:

1) TMogawTe MUTAHME Ha YCTPOWCTBO MCMOMb3ya OPUIMHalbHbIM aganTep MUTaHUS;
2) JoauTechb 3arpy3km onepaumoHHOM CUCTEMbI MPUMEPHO B TeYEHME 2-X MUHYT,
3) OcyulecTBMTe NOAKOYEHME K TOKaNbHOM ceTu Yyepe3 LAN-pasbeMm.



Ecnun Bbl nnaHMpyeTe MCNonb30BaTh PE3EPBHbIM KaHal COTOBOM CBA3M A9 OTNPaBKU
yBeOoMIIeHUIN, BCTaBbTE B C/10T SIM KapTy Npu OTKIIOYEHHOM NMMTaHMKW. Mogem paboTaeT ¢
Nto6bIMKM COTOBBIMUK ONepaTopamMm ¢ TapmPoM «ana MoaeMoBy». Bknounte nutaHue.
MpoBeEPUTb KOPPEKTHYHO PaboTy MoAEMA CO BCTAaBNEHHOM SIM KapTOM BO3MOXHO Ha)XaB
KHOMKY «[looaep»XKa» B MpaBOM BEPXHEM Yy MHTepdenca. OTKPOETCH OKHO C CAaNTOM
camkeeper.ru.

B yCTpOWCTBO BCTPOEHbI AaTYMKM TEMMEePaTypPbl, BAAXKHOCTU M KOHLEHTPaLWKM YrapHOro
rasa oKpyrkatoLlen cpefbl. BokoBble Kynepbl CMOCOB6CTBYIOT MNoaaep»KaHmio MHdopmaumm ob
OKpY>KatoLen cpefe B akTyarlbHOM COCTOAHUM. [laHHble C 4aTYMKOB BbiBEAEHbl Ha
LleHTpanbHbIM gawbopn nHTepdemca.

Mo yMONYaHUIo Ha YCTPOMCTBE YCTaHOBEH cTaTndyeckmnin IP-agpec 172.15.0.101/camkeeper

B pasgene AAMUHUCTpUpoBaHUue => CeTb BO3MOXHO M3MeHUTb IP-agpec nnm
MepeKtYnTb YCTPOMCTBO B pexxmM DHCP. Npn HeobxoanMocCcTK 3ape3epBupymnTe IP-agpec
Ha MapLupyTm3aTope nnmn DHCP cepBepe.

JocTyn K nHTepdency yCcTpomcTBa OCyLLeCcTBNaeTcs Yyepe3 nogkatodeHHbin HDMI-MoHKMTop
n/vinv no WEB-nHTepdency n nMmeeT crieayroLmit BU;

camkeeper

Username

Password

~| Remember me for 30 days

B WEB-unHTepdelce B agpecHoOm CTpoKe 6pay3epa byaeT yKasaH aapec ycTpomncTtea: «IP
appec»/camkeeper

= e TR —— STy
DFILAA NAHAMNE MEHUTOPHHE s 1=1]
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HATa DTOROROt I GOOTORH I BIVED COETOANeE cepeena Camkeeper
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CMeHy napons yL‘IeTHOl7I 3anmMcn AODMUHUCTPATOPA MOXKHO N3MEHUTb, HAXKaB Ha MKOHKY

MepCcoHbl B MPAaBOM BEPXHEM Yry:

COMBEBEPEr “mumem  Wanssgiiaups e

Iramia T [ W

Mpcepine nonescearems: CamKpr Adminislmtor

Hanee HaxxMuTe «MI3MEHNTb MapPOSib».

CNCTEMDbI

YpoBeHb gocTtyna MpuMmevyaHue JNornH Maponb
Mcnonb3ymTe ypoBeHb
0OCTyna TOSIbKO Npw
Cynep- MycKo-Hanagke
aAMUHMUCTpATOP YCTPOWCTBA. Admin moscow!2020
MonHbIM AOCTYM He pekomeHpayeTca ong
MOCTOSAHHOIO
MCMNoJSIb30BaHMA
AAMUHUCTpPaTOP PekoMeHOoyeTCca ong
AOMUHUCTPATUBHbBIN | MICNOMb30BaHUSA 3apaeTca npu Nycko-Hanagke
OOCTYM KO BCEM AOMUHUCTPATOPOM YCTPOMCTBA
CUCTEMAM CUCTEMDI
Monb3oBaTenb
. PexkomMeHpoyeTca onda
OrpaHM4YeHHbIN
[OCTyn ICNONB30BaHIA 3apgaeTca Npu Nycko-Hanagke
' NHXXEHEPHO- g
yCTaHaBNMBaeTco YCTPOWCTBA
SKCMYyaTUPYHOLLMX
AOMUHUCTPATOPOM
cny»<6




HacTtpouka IP-appeca ycTpoucTBa
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Mo yMOMUaHMIO Ha YCTPOWCTBe 3afaH ctaTudeckuin IP-agpec: 172.15.0.101/camkeeper

Bbl MOXKeTe M3MeHUTb IP-agpec Kak Yepes NoaKTIOUYEHHbIN K YCTPOMCTBY pasbeM HDMI
MOHWTOP, TaK M Yepe3 WEB-nHTepdewnc. B cnyyae paboTbl B OGHOBPEMEHHO ABYX PEXMMaX,
B NpuoputeTe byaeT WEB-nHTepdenc.

B cnyyae nepekntoueHunsa B pexxmm DHCP ycTponcTBO HEO6X0AMMO Nepesarpy3nTb, He
oTK/to4asa oT Ethernet ona nonyyeHmMs HOBOro agpeca.

Ecnum yCcTpoMncTBO No Kakom-nmbo NnpuimnHe He Nony4YmT HOBbIM aapec, OHO aBTOMATUYECKM
nepeKIYnTCa Ha cTatndeckmm 172.15.0.101.

dyHKUMA «Pe3epBupoBaHmMe LTE» paboTaeT TONbKO Ha yCTpomncTBax cepumn MAX, Super
Vision 1 BIG co BcTaBneHHOW B cfoT SIM-kapTo.

DOyHKUMA «Pe3epBUpoBaHme LTE» NnpefHa3HadyeHa TOMbKO B KQYeCTBE pe3epBHOro KaHana
OTMPaBKM YBEOOM/IEHUN Yepes 3/IeKTPOHHYIO MouTy n/unm mecceHmykep Telegram.
YCTPOMCTBO aBTOMATUUYECKU MEPEKITIOUYUTCA Ha Pe3ePBHbIV KaHasl CBA3U B Criyvae
OTCYTCTBMA O0CTyNa K MHTEPHET B JTOKabHOM CETW.



HacTpounka cucteMmHoro speMeHun NTP

Bbl MOXeTe CUHXPOHM3UPOBaTb CUCTEMHOE BPEMSA YCTPOMCTBA C MOMOLLBIO yHKLMKM NTP.
BeeguTte agpec NTP-cepBepa 1 BbibepuTe HacoBOM NOAC. HaykMmTe KHOMKY «[TpUMEHUTb».

B cny4yae Bbibopa BHELWHErO NMCTOYHKMKA TOYHOIO BpeMeHu 13 MHTepHeTa, He06X0aMMO
YTO6bl B TOKANbHOM CETU Y YCTPOMCTBA 6bl/1 AOCTYMN K MHTEpHEeT.

-I:I:lml:Eeper ArrHnrmen MessHposnpe SR HIIEIAES  AMHHSTT DHEOEH AR
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Pe3epBHOe KornmpoBaHue obpasa

Bbl MOXKeTe CKOMMPOoBaTb HAaCTPOEHHbIM 06pa3 1/1UNn BOCCTaHOBUTL MNpeabiayLime
HaCTPOWKK C MOMOLLbIO GYHKLNKM «Backup».

B USB-pa3beM Heob6xo4MMo BCTaBUTb BHELLHMW HOCUTeNb MHDopMaumm (USB-dneLuka),
OOXXOAaTbCA, KOraa cMcteMa o6HapPY>KXUT BHELLHWM HOCUTENb. BHELWHWUIM HOCUTENb
OBHapYy)XMBaETCH NPUMEPHO Yepes 1-2 MUHYTbI Nocne noakntodeHmsa. O6HOBUTE CTPaHULLYY

6pay3epa.

Konuto o6pa3sa MOXHO caenaTb HeMeaNeHHO UK 3a4aTb aBTOMATUYECKOE KOMMpPOoBaHMe
Kaxkable 24 Yaca. B cnyyae BbiI6bopa aBTOMaTUYECKOro KonmpoBaHua, NnpoLeaypa éynet
ocyllecTengaeTca B HouHoe Bpemsa B 03:00.

Ha BHellHeM HocuTene noasutca damn backup_base.sql. o nocnenyolen 3anmcm Ha aToT
YKe HocuTenb, Npeablaywmii dann 6yaeT cTepT M MOABUTCS HOBbIW.

BoccTtaHoBneHme o6pa3a ocyulecTBndeTcd npu BCTaB/ieHHOM BHELLHEM HOCUTES1e NMyTeM
Ha)XaTma KHOMKM «BocCcTaHOBUTb».

[To OKOHYaHWMK NpoLuenypbl KOMMPOBaAHMSA l/I/l/IJ'Il/I BOCCTAHOBJ1IEHNA Ha 2KPaHEe NOoABUTCH
CUCTEMHOE COObLLIEHME.
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HacTponka MOHUTOpUHra IP-BupgeokamMep

:dmkeeper MOHHTOPUHT  WHBenTapusaumA  OT4EThl  HacTpoilka  AIMMHWCTPMpOBaHMHE O Qhomepxa 7 2 O QO

pynnel yanoe ceTw  LLabnoHsl  Yanel ceTd  OGcnyxueadve  [leicTEMA  KoppenAuum coObiTwii  OGHapyxeHWe  YenyrW

@unetp
Vmz |\ HalnioneHue yepes Cepaep | Mpoxew
WanoHel | HAUHWTE NeuaTaTs ANA NOWCKA Beidpats Mpokck
DNS Tern Wnn
- . Pagro || auene yaanuTe
Jofaents
MopT
N DYl 3NEMEHTOR JaHHEIX ONEMEHTsl fAHHBIX TPMTTEDHl  [pachiky  ODHapyxeHne BeO MwTepdbeiic Mpokcd LUaGnows CocromMe  [l0CTYMHOCTS InchposaHNe areHTa Mo Ter
all_cam_status Mpynnsi snementoa SnemenTsl Tpsrrepsl  Tpaciuku 1 OBHapysenne BeS 127.0.0.1 ATHEHDOBaHO
AarHLx 1 Aanix 2 10050
altcam TPynnsi 3nemenTos BnemenTs! Tpurrepsl 6 Tpacues  OBHapyxenne Beb 10.8.0.60 _camKpr_webcam_sh_v4.2_alt AxTvsuposano
[aHHE 3 [AaHHEIX 10 10050 (_camKpr_Ping_nost)
camtest TPYNNai 3NEMEHT0S BNEMEHTL! Thurrepel 34 Tpachuist 1 OBHapyxenne Bed 127.0.0.1 _camKpr_SA_server AKTMBHDOBAHO EmE
ABHHEI 1 AaHHel 74 10050
test TPYNNal 3MEMEHTOB aHHE ONeMeHTsl AaHHsX TpWrrepsl  Tpaguku  OBHapyxesue BeS 127.0.0.1 AKTVBHDOBEHO
10050
o
19 NOCTaHOBKM HAa MOHUTOPUHT |P-BMOeOKaMepbl OTKPOMTE pa3ger
9
HacTtpounka => ¥Y3nbl ceTMm.
camBeeper wmmer Wesmponps Srew Gspal = o .
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Sraraam

Ha)kmuTe kHornky Co3aaTb y3en ceTu.
3anosHuTe gaHHble 406aBNAEMOro Ha MOHUTOPWHT y3/1a CeTu:

1) Wmgay3na cetn => npuayMamnTe HasBaHue. NumnTte HasBaHMe NaTUHCKUMIK ByKBaMU
CMUTHO.

2) WNHTepdenchbl areHTa => HaXXKMUTE KHOMKY «yOannTb»

3) NHTepdenc SNMP => HaKMUTe KHOMKY «000aBUTb». YKaXKuUTe ip-agpec yCTPOMCTBa B
NOKanbHOWU ceTu.

4) OnucaHue => NpuayMamnTe onmcaHune HabnogaeMoro yCTpoMCcTBa, Hanpumep ero
Moaenb, 4aTa YCTaHOBKW, OTBETCTBEHHbIM MHXXEHEP
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]ml{eeper AOHUTOPMHT  MHREKTARMEAMA  OTY&Te HACTPOAKR  ANMHHWCTRMPOREHUE 0 Ghoggemea 72 W
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samkeeper

fanbl ceTn

] ALTHEADOEDHD PITING SrEMEATOS GaHHNE 3 SnewenTd aonnss 10 [pemeps 6 | pagueos paBAnD obrapysenan  Hed-cuenapan
Era yanu caTl - Camara
Y CAT BAnDHG PR Tane  MApOCH  WRRRTSOUGIUMA  |IIASTER A

MpacoRameckiLe maln0aE  Hs

IP_camera_uniersa CESRANNATL CTEDRRAAAL H D4HCTATL

MEMcosiHeHas msss Wi onos

MepewnanTe BO BKAaAKy => LLlabnoHbl. BoibepuTte mnoaxoaaLmm WwabnoH, HanpumMep
IP_camera_universal. HaxkmuTe KHOMKYy OGHOBMUTD.

C nomMoulbto WwabnoHa IP_camera_universal 6yaeT onpalinBaTbCca 4OCTYMHOCTb
BMOeoOKaMep, a TakxKe OaHHble no RTSP npoTokony.

Onpoc IP-Buaeokamep no npotokony SNMP

OaHHaa GyHKUMA HY>KHa ON9 OMNONHUTENbHOMO ONpoca NapamMeTpoB, OO4HAKO B
OONbLUMHCTBE Clly4YaeB BCe HeOOXoaMMble AaHHble cobMpatoTca No NpoTokony RTSP.

OTKpowTe pa3gen HacTporku => Y3nbl ceTu

n



Hanee BbibepuTe HEOOGXOOMMbIM y3en ceTh. Ha npumMepe aT1o 6yaeT «camera_l_hiwatch» c IP
agpecoM «172.30.38.199». 3amguTe B y3en ceTu, nepenamnte Bo BkNaaky «LlabnoHbl». BBegute
MM$ LWabnoHa, C MOMOLLbKD KOTOPOro HEOHBXOOAMMO OMnpallMBaTb AaHHbIE.

comieeper wowmper  Wesempaps

TR ACTPOIEY AU HA TR e
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MNMPUMBAXNTE HEOBXOAMMBbIN WAabMOH M OBHOBUTE HACTPOMKM Ha y3ne ceTu. O6HOBNEHME U
nonyyeHme gaHHbiXx Mo SNMP npounsomngét B TedeHnm 10 MUHYT (B 3aBUCMMOCTUM OT YaCcTOTbl

MapaMeTpoB onpoca). Yb6eauTech, YTO Ha KaMepe BUOEOHabNoAeHMA eCTb NOAAEPYKKA
npoTtokosia SNMP 1 NpoToKON BKITIOYEH.
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HacTpomMka MOHUTOPUHIa NPo4Yunx
CeTeBbIX YCTPOUCTB

YT06bl MOCTABUTL Ha MOHWUTOPUHT 060 ceTeBoe YCTPOMCTBO, MepenamTe rno MeHHo:
HacTpoitka => Y3nbl ceTn => Co3aaTb y3en cetm

HacTpowTe napaMeTpbl HOBOTO Y3/1a ceTu. [1519 3TOro BbINONHUTE OEWNCTBMUA aHANTOMMYHO
MOCTAaHOBKE Ha MOHUTOPUHT IP-Buaeokamepsbl. LLlabnoH ang Bbibopa _camKpr_Ping_host

LaHHbIN LWabnoH NPOBEPKM LOCTYMNHOCTM YCTPOMCTB MO CETEBOMY MHTepPdENnCy.
OcyLuecTBngeTcsa ¢ NomMoLLbto 3anpocos ICMP - ping. B wabnoHe 3 mnapamMeTpa NpoBepPKU:
OOCTYMHOCTb, BpeM4A OTBETa, MPOLEHT MOTePb.

-I:I:lml:-EEFhEr WerHinsen  HessHiiasip CrI=HIE HEIPEIES AW HHSE PHESHEH O FORE T P

Ilafrcan Yo cand  Dfonoessss [ecieo fappse s ofated

BEC LR S D e Mg oW A T 00 SAWE AT LD i T A Live SR iE )i Hlded B O Y B RO i

RN | LS | R 050 STH VLIRS MR NIVERRE A L
L L e s Lo saneon UNE - e B asiSen d fasaesing
SE0CTr. BAETTa3 i B30 OTDETA MDduil TEiEE

m Kreoke s osmre Mior-34 Ar C4dEouE-HE HR I IR DI Qremea

Mpun Heo6Xx0AMMOCTN MOXKHO A,06aBUTDb WAa610H ana SNMP onpoca:

e UBIM APC SmartUPS

o Bl APC Symmetra

e |P Bnoeo kamepbl Beward

e |P Bmaeo kamepbl Hikvision
e [P Bnaeo kamepbl Dahua

e MapuwpyTtnzatopbl MikroTik
¢ KommyTtaTopsbl Cisco

e KommyTtaTopsbl D-link

13



Jo6aBneHue NoasioXKKm Ha KapTbl ceTu

CocTaBneHune GU3NYECKOMN KapTbl U pasMelleHne 06 beKTOB MOHUTOPUHIA yrpoLLaeT
NOHMMaHMe pasMelleHNs O6beKTOB U BpeMsa pearmpoBaHmnsa Ha UCMpaBieHMe aBapuinHbIX
cuTyauui. B ycTponcteo Camkeeper MOYXHO [06aBUTb MOAMOXKM C MIaHOM MNoMeLleHna
NN TEPPUTOPUIM 1N PACCTaBUTb 06bEKTbl MOHUTOPKMHTA. 19 006aBleHNA MOOTOMKEK,
noTpebyeTca nosbllleHWe MpaB gocTyna Ao «Cyrnep-agMUHUCTPATOP».

Mbl He pekoMeHayeM paboTaTb Nof NnpaBamMun «Cynep-aAMUHUCTPATOP» B MOCTOAHHOM
pexuMe. MIaMeHeHve npasBun rpynn/labrioHOB/HAaCTPOeK MOXET HEeraTUBHO CKa3aTbCH Ha
paboTe ycTpomncTtea «Camkeeper».

OTKpomnTe pasnen ABMUHUCTPUpPOBaHMe => O6wume => U3obpaxeHue

El]F‘I'IItE-EFIE[ TR [SEETE HITERE T T CHrsM - S HH TSI MR VR TR EETT P ST T P y L] L]
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Bbibepute Tun => OoH

3arpy3unTe pUCyHOK nnaHa o6bekTa. B GOH MOYKHO 3arpy3mTb M3o6paxkeHre B popmaTe jpg,
png, tif. PaaMep KapTUHKKM B MUKCENAX OO/IKEH COBMaaaTb C Pa3MepoM MaHnpyeMon KapThbl
ceTu. Ecnu 3arpy3unTb N306parkeHMne HeCcooTBETCTBYOLLEro dopMaTa, ero HEBO3MOXKHO
6yaeT PacTAHYTb U YMEHbLLUTb.
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Co3aaHue KapTbl ceTHU

OTKpomnTe pasaoen MOHUTOPUHI => KapTbl ceTen => Co3aaTb KapTy ceTu

Euml:EEFIEr WEHIE AN (SRR TR REEETT 2 CHr=HIk HH TR T BAMHHI DM HHH ) 2 NMeaspera A b

MAIENL Mol e Oy Ce2 Meosspes pasds  (Eagder KM USOowE s grwcnes  ClsanTers orin

Eaprw ceren m m

B OoTKpbIBLLEMCSH OKHE YKa3biBaeM:

e Bnageneu => AOMUHUCTPATOP (BbibepUTe Nonb3oBaTesnd, KOTopbIX ByaeT MMeTb
MOMHbIM OOCTYMN K KapTe ceTer C BO3MOXKHOCTbIO €€ U3MeHeHU4)

e UMa => [leMocTeHA (MpuayManTe HasBaHMe 06beKTa)

e LUMpKHa => MO WKMPUHE BaLLero aKpaHa B MMKcenax Unm nHoe sHavyeHue

e BbicoTa => M0 BbICOTE Ballero aKpaHa B MUKCenax Uin MHoe 3HaYeHue

e  DOHOBOE N306pPaXKEHME => Bbl MOXKETE OCTaBUTb 3KPaH «6efbiM» UM Bbi6paTb
3arpy»XeHHbln paHee nnaH o6bekTa

e [loacBeTka MKOHOK => rajiouKa

e [loMeuaTb 3/1EMEHTbI MPU U3MEHEHUM COCTOAHUM TPUITepa => raslouka

o OTob6parkeHMe NpobnemM => BbibepunTe OOMNH U3 TPEX BAPUAHTOB

e PacluuMpeHHble MoanmcK => oCTaBbTe MYCTbIM (PeKOMeHOyeTCa) UK Bbibepute
pPacLIMPEHHOE MeHIo

JanbHenLmne HaCTPOMKM HE MEHSAIOTCS.
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OTKpomnTe BKIagky O6wmum gocTyn.

e Tun =>T[lpuMBaTHbIN

e CnumcoK rpynn nonb3oBaTesien obulero 4ocTyna => BbibepuTte rpynny
nonb3oBaTenen, KoTopble byayT MMeTb OOCTYMN K AaHHOM KapTe

e CnumcoK nonb3oBaTenem obulero goctyna => Bbibepute rpynny nosib3oBaTtenen,
KOoTopble 6yayT MMEeTb AOCTYN K JaHHOM KapTe



KapTa ceTen no6aBneHa, Tenepb MOXXHO NMPUCTYMNUTb K €€ HACTPOMUKe U
penaKTUPOBaHMUIO

PedaKTUpoOBaHMe KapTbl ceTh AenaeTtca vepes «KOHCTpYKTop». Boaa B pexmm
pefakTUpoBaHUg, 006aBbTe O6bEKTbl MOHUTOPUHIA.

camkeeper s o Y P R

FWIETL  Thofress b SeE Prowgsa e Mader  Funwosssss Kool Ofammess  on

Kapme ceted

Tvn => Y3en cetu

Moanuck => {HOST.NAME} n {HOST.IP} Ecnun 3agaTtb Makpocbkl {HOST.NAME} n {HOST.IP}, To
aBTOMaTMYeCKM ByayT yCTaHOBMEHbl UMSA 1 IP-agpec, KOTopble 3aBOAWNM Ha Y3en ceTu.
PacnonoxeHune nognmcun => No HMKHEMY Kpato (BblbepuTe, Kak BaM ByaeT yaoobHee)

Y3en ceTn => BblbepuTe HabNtoOaeMblM y3en

ABTOMATMYECKMIN BbIGOP MKOHKKM => OCTaBNAEM MyCTbiM

MKOHKM => [0 yMONYaHMIO => BblbMpaeM HeobXxoaAnMY0 MKOHKY. 119 BuageokKaMmepbl MOXKHO
BblOpaTb HEOBXOOMMbIN Yron NoBOpPOTa (ipcam_3 — HanpaBeHne BNpaBo, ipcam_6 —
HanpaB/fieHne BHK3, aHanorma c umdepbaaToM 4acoBs).

NKkoHKK => MNpobnema, O6cny>kmBaHme, JeakTMBMPOBaAHO => [10 yMOMYaHMIO

HaxxMute kHonky NpUMeHuUTb.
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3aKpounTe BK1agKy dNeMeHT KapTbl ceTen. HaxkMmumte KHoNKy O6HOBUTDb.

OTKpomnTe pasaoen MOHUTOPUHI => KapTbl ceTen => Balla KapTa ceTeM.

Ha kapte ceTem MoaBWACA HabntogaeMblin Y3en ceTn C yKasaHmeM HarMeHOBaHMa Y3ia ceTu

n ero IP-agpecom.

:ﬂml:EEFiEr UokHEeH Hassmn

e Mapwons  Cfssmses ome

{apTe cETEA L L L e L T T e T

00 (T D0 ¢ LA BT

reamleannar




COBMECTHbIN PEXXUM PaboTbl YCTPOUCTB
B popMaTe «server» U «proxy»

Mo yMon4aHuIo BCe YCTPOMCTBA NOCTaBAAOTCA B peXXmMe paboTbl «servers. [1pn COBMeCTHOM
paboTe HECKObKMX YCTPOMCTB Bbl MOXXETe Ha3Ha4YMTb OHO UM HECKOTbKO YCTPOMCTB B
PEXXUM PaboTbl «pProxy». /15 3TOro Heo6XoAMMO BbINMONMHUTL PAL HAaCTPOEK.

BbibepuTe YCTPOMCTBO, KOTOPOe ByaeT «TONTOBHbIM CEPBEPOM», BbIMOMTHUTE Ha HEM
cnepytouime HaCTPOMKM:

1)

Pazoen AaMmnHucTpupoBaHue => lNNpokcu => Co3aaTb NPOKCHU

cclmkeeper MOHUTOpMHr  WHBEHTapuiauns OTyeTsl  HacTpoiika A,qu1m1chupoaam1e7 O Onoggepwxa ? 2 U W

L
3 awnep W

Vima Peson EOULEERN  AxTeHsii | MaccueHslit

HacTpowTe cBA3b C yaaneHHbIM MPOKcK. MNprayManTe YHUKanbHoe «MMa MPOKCU» U
3anoMHUTe ero. Mg NpoKcu nuweTca NaTUHCKMMKM ByKBaMu CIUTHO. MNone «/m4a
npokcuy» OBA3ATEJIbHO gormkHOo coBnagaTb ¢ UMeHeM «<HOSTNAME» Ha yCTpoOnCTBe,
KOTOpOe OyaeT BbIMOMHATb POSb «ProxXy».

lMpokcu

Mpokcw  WwudpoeaHue

* IIMA NpoKCK | camproxy

Pexmm npokcn LA MaccheHLIi

Agpecnpokcw | 10.8.0.161

OnucaHue | |

NobaenTe OtmeHa
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BbibepuTe YCTPOMCTBO, KOTOpOoe ByaeT BbINOMHATL POsb NPOKCU-CepBEpa U BbIMOMHUTE Ha
HeM crnegytolme HaCTPOMKM:

1) Pasgen AAMUHUcTpUupoBaHue => CeTb => HOSTNAME yKa>kmnTe yHUKanbHoe
(NprayMaHHoOe paHee BaMu) Mg MPOKCK.

camkeeper MOEHTOPMHT  MHSSHTADMEALMA  OTIETel HEITROREA  AJMMFHCTRIDORZHME O Crogessa 7 L2 & @

AATENTHGHEILUNN PATING NOFEI0 BTSN

1D ADURESE
* HET MASK
! GATEWAY

CHE

3 HCSTHAME | carrerun]

2) HaxxmMute KHonky «MpUMeHUTb».

3) Pasgen AAMUHUCTpUpoBaHue => Proxy
KHoMKy «Proxy» nepeBeouTe B peXXmM «Bkr»
B none «Server» ykaxxmTe IP-agpec ronoBHOro yCTPOMNCTBa (YCTPOWCTBO, BbIGpaHHOE B
KauecTBe «server»)
Ha)kaTb KHOMKY «MPUMEHUTb». BbIMOMTHUTL Mepe3arpysKy yCTPoMcTBa. MI3MeHeHUd
BCTYMUIIN B CUJTY.

U ow

ccmlzeeper MOHHTOPHHM  MsBesTaguaauma  OTueTal  HacTpofika .u\."LMHHH.’.T[::HpDHaHlE{ Q  figpesem 7

priadekELn  Tpyon B e ¢ Coocole onceewened  Crperne Ouspegs

& - BRI

= Server | 10.8.0.85

= S
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OcyLiecTBUTE NPOBEPKY OOCTYMNMHOCTU MPOKCU-YCTPOWCTBA Ha MOJIOBHOM CepBepe.
MNepe3arpy3sunte ronoBHoM cepBep. OTKponTe pa3sgel AAMUHUCTPpUpoBaHMue => MpoKcu.

lCGmI{eepEr MOHUTOPUHT  MHBEHTapnaaums  OTYeTbl  HacTpoiika  ALMWHMCTPUpPOBaHWE Q  Qnogpepra 7 2 W O

Obwme  Mpokcw  AyTeHTMdMKAUMA  [pynnsl NOMb3osaTeneil  MMonb3osaTenn  Cnocobbl ONOBEWEHWA  CKpunTel  Ouepegs  CeTe  NTP  Backup

Mpoon
ouneTp W

KmA Pexx SEIGELER  AKTUBHEIT | [accuBHBIA

VIMA & PesimM LUudpoeaHne  Cxkarve [MoCMedHW pas Gkin AOCTYNEH (Bo3pacT) KOMWYeCTEO yanoB ceTt  KOMMYECTBO 3MEMEHTOB JaHHEIX

ToeByemoe BLICTROREACTEME (3HUICEK) Yanel ceTi

Camproxy  AKTMBHBIN E3 20 p— 0 0 0

| testproxy  AKTMBHBI E 24 26M 14¢ 0 0 ]
‘ OToBPaKEHD 2 U3 2 HANDEHHBIX

Ha aKpaHe OO/MKHO NoABUTCA BpeMy nocnegHero O6HOBMEHMA HOBOTIO MPOKCKM-cepBepa.

HacTpowKa Y310B ceTU, KOHTPOMPYEMbIX Yepe3 MPOKCKM-YCTPOMCTBO, OCYLLIECTBAETCA Ha
FOTOBHOM YCTPOMCTBE (PexXMM paboTbl «servers).

Cﬂmkeeper MOHWTOpPUHT  MHBEHTapu3auma OT4yeTel  HacTpolika Mr.mHmc‘rpupoaaHue¢ O Qnogepra ? 2 U O

Mpynnei yanos cetw  Wadnowel  Vaneicetw  OBcnywmeanwe  [JedicteuA  KoppenAuwA cobemui  C

Yanbl ceTn 2 pynna CamKpr ~ Coagark yaen cetn
Punetp

Wma || Habniogexwe yepes Cepeep Mpokci

LWa6GnoHbl | H3YHUTE NeuaTaTs AnA N a Brifipate

Mpokeck

DNS Tern WUNLNIZES  Vinu
P Te PagHo || sHayenue Yaanute

Jo0aeuts

MpUMEHUTE COpocuts

Ha ronoBHOM YCTPOWCTBE OTKpbiBaeM pasnenl ABMUHUCTPUPOBaHUE => Y3es ceTu =>
Co3paTb y3en cetu

Yanel ceti

Yaencerw  Watnoms ML Tem Mamgoos  Weeewtapusagan  (Uwdiposame

YR yama cama | hivision
EUMoE A

" Py Betpar

JI0EH CUACTROAETS N0 KaEiHER MBDA OOHK UKTARdEAT
Wnispdiedcs aienra NS an [—— -

10.68.0.151 n DHS 10050 ® yzwTs

AodiagnTs

Wntepdedics SNF 0 oy

HHTepeice WX

AncasnTs

AT

OnHcEHHE

HabasHns

8PS MPOE  CAMDrONY

ARTHENpOSANG [

Dpeagum

Mpw HacTpoMKe y3Mna ceTu HeobXoaMMO yKa3aTb MMSA MPOKCU-CepBepa:
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Wma a [pYNnbl 3NEMEHTOB AAHHBIX  3NeMeHThl JaHHbX  TpHITepsl Mpadmkn  ObHapyxenwe Beb Wwrepdeic Mpokcw  LUaBnoHsl CoCToRHHE JoctynHocTe Wndpoeadue aredta WMkdo Temm

all_cam_status pynnbl 3neMeHToR 3nemeHTbl Tpurrepsl Mpatmkn 1 OBHapyxenwe Beb 127.0.01 AKTHBUDOBAHO
A3HHBDX 1 [O3HHBIX 2 10050
altcam pynnbl 3NEMEHTOR 3nemeHTbl Tpurrepul 6 Mpadwmkw  OBHapyxenwe Beb 10.8.0.60: _camKpr_webcam_sh_v4.2_alt AKTHBUDOBAHO
A3HHBIX 3 A3HHBIX 10 10050 (_camKpr_Ping_host)
camkeeper pynnbl 3NEMEHTOR 3nemeHTbl Tpurrepsl 24 Mpadmkn 1 OBHapywxenwe Beb camkeeper: _camKpr_SA_server AKTHBUDOBAHO m
AaHHEX 1 A3HHEIX T4 10050
hiVision pynnbl 3NEMEHTOR 3nemeHTsl Tpurrepel 34 Mpadwkn 1 OBHapyxenwe Beb 10.8.0.161 camproxy _camKpr_SA_server AKTHBUPOBAHO
A3HHBIX 1 AaHHEIX 71 10050 —
mtk pynnbl 3NEMEHTOB [AHHBIX  3NeMEHTHl Tpurrepsl Mpadukn  OBHapyxenwe Beb 127.0.01 AKTHBUPOBAHO SHIWP
A3HHEIX 4 10050
test [pynnbl 3NeMEeHTOB [3HHBIX  3MeMeHThl JaHHbX  TpUITeps! Mpagmkn  OGHapyxenwe Beb 127.0.01 AKTHBNDOBaHO
10050
test2 [pynnbl 3NeMEeHTOB [3HHBIX  3MeMeHThl JaHHbX  TpUITeps! Mpagmkn  OGHapyxenwe Beb 127.0.01 AKTHBNDOBaHO
10050

MOTOK AaHHbIX C METPUKaMK ByadeT NOCTynaTh Ha rOfIOBHOE YCTPOMCTBO B YyKe
CTPYKTYPUPOBaAHHOM BUOE Yepe3 MPOKCU-cepBep. B cnMcKe KOHTPONMMPYEMbIX Y3/10B CeTU,
TakoW y3en 6yaeT BblAenaTcs C MOMETKOM MPOKCK.

MpoBepPUTb, UTO FOTOBHOE YCTPOWCTBO (server) 1 MPOKCU-YCTPOMCTBO (Proxy) KOppeKTHO
B3aMMOOEWNCTBYIOT MOXHO MPOBepUTb B pasaenie MOHUTOPUHT => NMocneaHue faHHble =>
Y3en ceTn.

[MokazaTenem KOppeKTHOVI pa6OTbI aBnaeTcsa o6HOBNEHWE OaHHbIX M M3MEeHeHMe MPoBEPKN
OTHOCUTEJTIbHO TeKYLLEero BpeMeHn.

cO ml:eeper fl'r'(lrdlll;lrﬂ Minpen o Diueiel Hac ipoies AQeerni | ppabaHie 9 U Negaepan ? N -
MO ANHHA [Ekb S Tpabaoc KomnNarcHA AEpaHh {ApTH (ATRA CHiHApF AR
Mocneguwe gaHHbie E
eE T
TRFNNG YAN53 CATH SwfnaT. Ve
vanw core TR 9 BRffATH MAEAA=I3ATh AMAMAHTR] TAHHKE 563 T
MEKAIRERTR IATA7
[T 20EREH 0L LAHHELS Sulpars
. ¥ICN CEM Hun s 1ZNEANAR NECDIEKA T mjice Niax
camprary SENSOTS (4 IMCRENTA JaLs)
CPU Tempaahra 15048 2023 1042 18 M Mz
ZAAIDEINHOCTE DEFEHANLLH CPEd: 12092023 104018 255 Ipavr
ATHOEHT RN REN-CCT AKAWAIIED CEank 1508 2023 1004018 a0 % A% Moadis
——
TEMNERIIYEY DSPRsanued cpeds 120e 20t w4 282 | gk
v CaAMprary - othar - (57 anEtAsHTCR RaHHWE)
I Free rdes in % 13092023 1042 20 =R
I Boace vhilzalion n 12002023 1042 20 GO3E1E% +0.0001 % Mesgus
i Tetal space B 1E08 2025 10042 14 s2a0 Mk

NprMedaHme: BHOBb CO3[aHHbIV y3en ceTu, HabntoaaeMblv Yepes NpoKCK, Ha FOSTOBHOM
YCTPOWCTBE He BCErga HaudmHaeT NonyyaTb METPUKM Cpa3y (3adeprKKa HeonpeneneHHa).
[na Toro 4to6bl METPUKM Y31a MOABUINCH, MOCEe CO34aHMA HOBbIX Y3/10B CETU Yepe3
MPOKCK, pEKOMeHOYeTCA nepe3arpy3nTb NPOKCU-YCTPOMNCTBO.
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NMepekKnioyeHUe yCTPOUCTBA U3 pPeXXUMa
proxy B pe>xuM server

Ha yCTpoMnCTBE B peXkmMe proxy oTKponTe pasnen AGMUHUCTPUpPOBaHUe => Proxy

Camlieeper MOHUTOPMHT  WMHBEHTapu3auma OTYeTbl HacTpoiika AOMMHWCTPUpOBaHWE

Ofwne  Mpokcw  AyTeHTW@MKAUWMA  TpyNNbl NONk30BaTensid  Monb30BaTeni Cnoco0bl onoBeweHnid  Crkpuntel  Ouepegs CeTe NTP Backup  Proxy
Mpokcn
* Server | 10.8.0.65

KHomMky «Proxy» nepeBenouTe B COCTOAHME «BblK». HaxXMUTe KHOMKY «MPUMEHUTb».

OTKpounTe pasgen AAMUHUCTpUpoBaHue => Cetb => HOSTNAME.

1:|:rr||:|:m|'_1|::-r Vel i TRt Rl T s PPt P T e e 3 Gromma fOE 00U

HIT* [adun M

(L)

HLD 1 O

B none HOSTNAME ykaxmnTe nma camkeeper. Haykmuyte KHOMKY «MPUMEHUTb».
MNepe3arpysnTte yCTPOUCTBO.

Mocne nepesarpysku yCTPOMCTBO HauHET paboTy B PeXXMMe «Servers.
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Hactpouka e-mail n Telegram onoBeweHnn

Ha yCTpOMCTBeE yyKe BHeCceHbl HeO6XOAMMble HAaCTPOMKK A9 Nepedayn ornoBelleHnin Yepes

e-mail n Telegram.
BaM noTpebyeTca NoBblLLeHMe MpaB AocTyna Ao «Cynep-aaMUHUCTPATOP.

Mbl He pekoMeHayeM paboTaTb Nof NpaBamMun «Cynep-aAMUHUCTPATOP» B MOCTOAHHOM
pexxunme. MiaMeHeHe npasun rpynn/WwabioHoB/HAaCTPOEK MOXeT HeraTMBHO CKa3aTbCH Ha
paboTe ycTpomncTtea «Camkeeper».

OTKpomnTe pasoen ABMUHUCTPpUpOBaHMe => Crnoco6bl oNnoBeLEeHUN => DNeKTPOHHas
noyTta

Mo yMon4aHuIo YCTaHOBEHbl HACTPOMKM Mo nodToBoro areHta Camkeeper. 3To 3HaUuT,
4YTO MMCbMa BYAYT MPUXOAMNTb C MOYTOBOTIO ALLMKA sUpport@camkpr.ru 1 yCTponcTBY
TpebyeTca gocTyn B MIHTepHeT. [pn He0B6X0ANMOCTU M3MEHEHWS HaCTPOEK, 06paTmUTeCh,
NoX<anymcTa, K CBoOeMy CUCTEMHOMY afiIMUHUCTPATOPY.

VOHUTOPUHT  WHBEHTADUMIALMA  OTWETH  HACTPORKE  ABMAHHCTPUDOBEHHE QMoazepraa B U]
J M p u puzaupn O HacTpoii PUp a 0 CRURNU

ewni  Cipuma  Oucpeps  Cem NTP  Backup Proxy

Cnocobbl onoBeLLeHNi

Criocod onoseweriii - 0N

LB rexrponsan noita)

T [Emal v
* STF cepaep | smipyandecu
Mopr SMTP cepsepa 465
* SMTP helo | camkpr.ru
* SMTP email | suppori@camkprru
Besonackocts noginioseass | Her | STARTTLS
Mposepra SSLysna (v
Mposepra SSLxocTa [+
PR NSWERIT 1.5 nonsosaren u napots

VI Nonb308aTens | SUBPOR@CAMKDEIU

Sope couen | HIML

Oncarie | [71A NQ4TOBIX yBeAOMNEHHiL. TDEGYETCA NOAKTHOHEHME K CETH HATEPHET

AuTiBAposaHD |V

[ | knowsposar. | | vaanwm. | [ Ommena

13.0.0 © CamKeeper 2011 -2023, CamKeeper
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mailto:support@camkpr.ru

B pasgene HacTtpounka => [lencrema => Onepaunm => OrnoBeLueHUue Yyepes NnoUuTty u
Tenerpamm y>ke ykasaH TEKCT COObLLEHMA C MPONMMUCAaHHbIMKM MaKpocaMu.

Tiers  HactpoRka  Anu

DNencTeua

fleicrene  Onepauns

[INTANHOCTL LWiAra onapaly

m

Tewa o ywors; CAMKPR - (HOSTNAME} _ (TRIGGER NAME}

Cootu VENT.TIME} 2872 {EVENT.DATE!
VE}
HOST.NAME]
VENT SEVERITY}
Howep nposnewsr: {EVENTID)
{TRIGGER URL}
pi Ans oy potinem [
Onepaum LU
1 QnepaTops, Cyn ncTRaTOps: Yepes Je nouTa Hesa
1 OmpaswTs c m iz A m OnepaTop, CyTep agMCTRATODE: Yepes Telegramm Hesauearmmensho Mo yuomuaso VsvesuTs Yaanum:

Hossil

Tl0roxea CYWECTEOBATS 0 KDAIHER MEDE 0M8 OTIEDALAA, OTIEPALIA SOCCTAHOSNEHIS! W OrIERALI 0GHOBEN/A

OTKpoWTe pa3gen AAGMUHUCTPUpOBaHUe => NMonb3oBaTenun => BbiGepuTe Nonb3oBaTeng.

B NMonb3oBaTtene oTkponTe pasnes OnoBewweHus.

HanpoTumB TMna onoBeLleHMA HAaXXMUTE KHOMKY U3MeHUTb. Bbl6epl/ITe Tvn onoBelleHNS.

B pa3zgene OTApaBUTb Ha yKaXxMTe e-mail nonyyatenda. HaxkmMute kHonky O6HOBUTD.

AZMUHHCTPUPOBAHNE
Gupe Mpoxcw  AytewTwdwscalpn  (pynnwi nonbiosatenedt  Momssosatenw  CnocoGel onosewetwt Cxpwma Ovepes Cems  NTP Backup  Proxy

Tonbzosarenu

Mpw Bbibope Tuna onoeelleHMa Telegram Bam HeobxoamMMo ykasaTb |D nonydaTtena.

ID nony4yaTtensa B MecceHgykepe Telegram MOXXHO y3HaTb Yepe3 bot Show Json Bot.
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CoobLeHna B MecceHayKep 6yayT NocTynaTb OT monb3oBaTena Camkeeper-Bot
(@CamkeeperBot). lna nonydyeHmna cooblueHmnm paspewnte Camkeeper-Bot oTnpaBnaTb
BaM coobLieHMs oTrpaBme emy coobliieHune /start.
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